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Chapter |
Introduction

This Chapter provides an overview of the WBR-3407's features and
capabilities.

Congratulations on the purchase of your new WBR-3407. The WBR-3407 is a multi-function
device providing the following services:

ADSL Modem.

Shared Broadband Internet Access for all LAN users.
WBR3407 for 802.11b and 802.11g Wireless Stations.

4-Port Switching Hub for 10BaseT or 100BaseT connections.

Wireless LAN

—y ( 1 —  Internet

Wireless ADSL Router

Windows Mac Unix
Fast Ethernet
Figure 1: WBR-3407

WBR-3407 Features

The WBR-3407 incorporates many advanced features, carefully designed to provide
sophisticated functions while being easy to use.

Internet Access Features

Shared Internet Access. All users on the LAN or WLAN can access the Internet
through the WBR-3407, using only a single external IP Address. The local (invalid) IP
Addresses are hidden from external sources. This process is called NAT (Network
Address Translation).

Built-in ADSL Modem. The WBR-3407 has a built-in ADSL modem, supporting all
common ADSL connections.

IPOA, PPPoE, PPPoA, Direct Connection Support. The WBR-3407 supports all
common connection methods.
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Auto-detection of Internet Connection Method. In most situations, the WBR-3407
can test your ADSL and Internet connection to determine the connection method used by
your ISP.

Fixed or Dynamic IP Address. On the Internet (WAN port) connection, the WBR-
3407 supports both Dynamic IP Address (IP Address is allocated on connection) and
Fixed IP Address.

Advanced Internet Functions

Application Level Gateways (ALGS). Applications which use non-standard
connections or port numbers are normally blocked by the Firewall. The ability to define
and allow such applications is provided, to enable such applications to be used normally.

Virtual Servers. This feature allows Internet users to access Internet servers on your
LAN. The required setup is quick and easy.

URL Filter. Use the URL Filter to block access to undesirable Web sites by LAN users.

Logs. Define what data is recorded in the Logs, and optionally send log data to a Syslog
Server. Log data can also be E-mailed to you.

Firewall. Aswell as the built-in firewall to protect your LAN, you can define Firewall
Rules to determine which incoming and outgoing traffic should be permitted.

Dynamic DNS Support. DDNS, when used with the Virtual Servers feature, allows
users to connect to Servers on your LAN using a Domain Name, even if you have a
dynamic IP address which changes every time you connect.

VPN Pass through Support. PCs with VPN (Virtual Private Networking) software
using PPTP, L2TP and IPSec are transparently supported - no configuration is required.

Wireless Features

Standards Compliant. The WBR-3407 complies with the IEEE802.11g (DSSS)
specifications for Wireless LANS.

Supports both 802.11b and 802.11g Wireless Stations. The 802.11g standard
provides for backward compatibility with the 802.11b standard, so both 802.11b and
802.11g Wireless stations can be used simultaneously.

Speeds to 54Mbps. All speeds up to the 802.11g maximum of 54Mbps are supported.

WEP support. Support for WEP (Wired Equivalent Privacy) is included. Key sizes of
64 Bit and 128 Bit are supported.

WPA-PSK support. Support for the WPA-PSK is included. This verison of WPA does
not require a Radius Server on your LAN.

WPA-802.1x support. Support for the WPA-PSK is included. This verison of WPA
requires a Radius Server on your LAN.

Wireless MAC Access Control. The Wireless Access Control feature can check the
MAC address (hardware address) of Wireless stations to ensure that only trusted Wireless
Stations can access your LAN.

Simple Configuration. If the default settings are unsuitable, they can be changed
quickly and easily.

LAN Features

4-Port Switching Hub. The WBR-3407 incorporates a 4-port 10/100BaseT switching
hub, making it easy to create or extend your LAN.
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e DHCP Server Support. Dynamic Host Configuration Protocol provides a dynamic IP
address to PCs and other devices upon request. The WBR-3407 can act as a DHCP
Server for devices on your local LAN and WLAN.

Configuration & Management
o Easy Setup. Use your WEB browser from anywhere on the LAN or WLAN for
configuration.

e Configuration File Upload/Download. Save (download) the configuration data from
the WBR-3407 to your PC, and restore (upload) a previously-saved configuration file to
the WBR-3407.

¢ Remote Management. The WBR-3407 can be managed from any PC on your LAN.
And, if the Internet connection exists, it can also (optionally) be configured via the
Internet.

e Network Diagnostics. You can use the WBR-3407 to perform a Ping or DNS lookup.

Security Features
e Password - protected Configuration. Optional password protection is provided to
prevent unauthorized users from modifying the configuration data and settings.

e Wireless LAN Security. WEP (Wired Equivalent Privacy) is supported, as well as
Wireless access control to prevent unknown wireless stations from accessing your LAN.

e NAT Protection. An intrinsic side effect of NAT (Network Address Translation)
technology is that by allowing all LAN users to share a single IP address, the location and
even the existence of each PC is hidden. From the external viewpoint, there is no network,
only a single device - the WBR-3407.

e Firewall. Allincoming data packets are monitored and all incoming server requests are
filtered, thus protecting your network from malicious attacks from external sources.

e Protection against DoS attacks. DoS (Denial of Service) attacks can flood your
Internet connection with invalid packets and connection requests, using so much
bandwidth and so many resources that Internet access becomes unavailable. The WBR-
3407 incorporates protection against DoS attacks.

Package Contents

The following items should be included:

e The WBR-3407 Unit

e 1 Cat-5 Ethernet (LAN) cable

e 1RJ-11 (ADSL) cable

e  Power Adapter

e Quick Installation Guide

e CD-ROM containing the on-line manual.

If any of the above items are damaged or missing, please contact your dealer immediately.
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Physical Details

Front-mounted LEDs

Power
Status

123 4 |

100BT WLAN
10BT WAN

Power LED
(Green)

Status LED
(Yellow)

LAN

WLAN LED

WAN

Figure 2: Front Panel

On - Power on.

Off - No power.

Off - Normal operation.

Blinking - This LED blinks during start up, and during a Firmware
Upgrade.

For each port, there are 2 LEDs, to indicate the connection speed
(10BaseT or 100BaseT) of each port.

e 100BT - This will be ON if the LAN connection is using 100BaseT,
and Blinking if data is being transferred via the corresponding LAN
port.

e 10BT - This will be ON if the LAN connection is using 10BaseT, and
Blinking if data is being transferred via the corresponding LAN port.

e |f neither LED is on, there is no active connection on the
corresponding LAN port.

On — Wireless enabled.
Off - No Wireless connections currently exist.

Flashing - Data is being transmitted or received via the WBR3407. This
includes "network traffic" as well as user data.

On - ADSL connection is available.
Off - No ADSL connection.

Flashing - Data is being transmitted or received via the ADSL connection.
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Rear Panel

POWer CARd LANT L[ANZ LANT RESET WAN

H Wiy .

Figure 3: Rear Panel

Power port Connect the supplied power adapter here.
10/100BaseT Use standard LAN cables (RJ45 connectors) to connect your PCs to
LAN connections  these ports.

Note:

Any LAN port on the WBR-3407 will automatically function as an
"Uplink" port when required. Just connect any port to a normal port
on the other hub, using a standard LAN cable.

Reset Button This button will reset the WBR-3407 to the factory default settings.

(Reset to Defaults) To do this, press and hold the Reset Button for five (5) seconds, until
the Status LED is lit, then release the Reset Button, and wait the
WBR-3407 to restart using the factory default values.

WAN port Connect this port to your ADSL line.
(ADSL port)
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Installation

This Chapter covers the physical installation of the WBR-3407.

Requirements

e Network cables. Use standard 10/100BaseT network (UTP) cables with RJ45 connectors.
e  TCP/IP protocol must be installed on all PCs.
e For Internet Access, an Internet Access account with an ISP, and a DSL connection.

e To use the WBR3407, all Wireless devices must be compliant with the IEEE 802.11g or
IEEE 802.11b specifications.

Procedure

(1] E] ADSL
L\ | |
1] erminator

Figure 4: Installation Diagram

1. Choose an Installation Site
Select a suitable place on the network to install the WBR-3407.

’@ For best Wireless reception and performance, the WBR-3407
should be positioned in a central location with minimum
Mote! obstructions between the WBR-3407 and the PCs.

Also, if using multiple Access Points, adjacent Access
Points should use different Channels.



Installation

N

. Connect LAN Cables

Use standard LAN cables to connect PCs to the Switching Hub ports on the WBR-3407.
Both 10BaseT and 100BaseT connections can be used simultaneously.

If required, connect any port to a normal port on another Hub, using a standard LAN
cable. Any LAN port on the WBR-3407 will automatically function as an "Uplink" port
when required.

w

. Connect ADSL Cable

Connect the supplied ADSL cable from to the WAN port on the WBR-3407 (the RJ11
connector) to the ADSL terminator provided by your phone company.

N

. Power Up

Connect the supplied power adapter to the WBR-3407 and power up.
Use only the power adapter provided. Using a different one may cause hardware damage

5. Check the LEDs

e The Power LED should be ON.

e The Status LED should flash, then turn Off. If it stays on or blinking after 60 seconds,
there is a hardware error.

e For each LAN (PC) connection, one of the LAN LEDs should be ON (provided the PC is
also ON.)

e The WLAN LED should be ON
e The WAN LED should be ON if ADSL line is connected.

For more information, refer to Front-mounted LEDs in Chapter 1.
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Setup

This Chapter provides Setup details of the WBR-3407.

Overview

This chapter describes the setup procedure for:

e Internet Access

e LAN configuration

o Wireless setup

e Assigning a Password to protect the configuration data.

PCs on your local LAN may also require configuration. For details, see Chapter 4 - PC
Configuration.

Other configuration may also be required, depending on which features and functions of the
WBR-3407 you wish to use. Use the table below to locate detailed instructions for the required
functions.

To Do this: Refer to:
Configure PCs on your LAN. Chapter 4:

PC Configuration
Check WBR-3407 operation and Status. Chapter 5:

Operation and Status

Use any of the following Advanced features: Chapter 6:

e Internet Advanced Features
e Dynamic DNS

e Firewall Rules

e Firewall Services
e Schedule

e Virtual Servers

Use any of the following Administration Configuration Chapter 7

settings or features: Advanced Administration
e PC Database

e Config File

e Logging

o E-mail

e Diagnostics

¢ Remote Admin

e Routing

e Upgrade Firmware
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Configuration Program

The WBR-3407 contains an HTTP server. This enables you to connect to it, and configure it,
using your Web Browser. Your Browser must support JavaScript.

The configuration program has been tested on the following browsers:

o  Netscape V4.08 or later

e Netscape 7

e Internet Explorer VV5.01 or later

Preparation

Before attempting to configure the WBR-3407, please ensure that:

e Your PC can establish a physical connection to the WBR-3407. The PC and the WBR-
3407 must be directly connected (using the Hub ports on the WBR-3407) or on the same
LAN segment.

e The WBR-3407 must be installed and powered ON.

o |fthe WBR-3407's default IP Address (192.168.0.1) is already used by another device, the
other device must be turned OFF until the WBR-3407 is allocated a new IP Address
during configuration.

Using your Web Browser

To establish a connection from your PC to the WBR-3407:

1. After installing the WBR-3407 in your LAN, start your PC. If your PC is already running,
restart it.

2. Start your WEB browser.

3. Inthe Address box, enter "HTTP://" and the IP Address of the WBR-3407, as in this
example, which uses the WBR-3407's default IP Address:

HTTP://192.168.0.1
4. When prompted for the User name and Password, enter values as follows:
e  User name admin
e Password password
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If you can't connect

If the WBR-3407 does not respond, check the following:

e The WBR-3407 is properly installed, LAN connection is OK, and it is

powered ON. You can test the connection by using the "Ping" command:

e  Open the MS-DOS window or command prompt window.

e Enter the command:

ping 192.168.0.1

If no response is received, either the connection is not working, or your
PC's IP address is not compatible with the WBR-3407's IP Address. (See
next item.)

e Ifyour PC is using a fixed IP Address, its IP Address must be within the range
192.168.0.2 to 192.168.0.254 to be compatible with the WBR-3407's default
IP Address of 192.168.0.1. Also, the Network Mask must be set to
255.255.255.0. See Chapter 4 - PC Configuration for details on checking your
PC's TCP/IP settings.

e  Ensure that your PC and the WBR-3407 are on the same network segment. (If
you don't have a router, this must be the case.)

e Ensure you are using the wired LAN interface. The Wireless interface can only
be used if its configuration matches your PC's wireless settings.

WAN Setup Wizard

The first time you connect to the WBR-3407, the WAN (Internet) Setup Wizard will run
automatically. (The Setup Wizard will also run if the WBR-3407's default settings are
restored.)

1. Step through the Wizard until finished.

e You need the data supplied by your ISP. Most connection methods require some data
input.

e The common connection types are explained in the following table.

2. On the final screen of the Wizard, run the test and check that an Internet connection can be
established.

3. If the connection test fails:
e  Check all connections, and the front panel LEDs.
e Check that you have entered all data correctly.

10
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Setup

Type Details ISP Data required

Dynamic Your IP Address is allocated a) ADSL parameters (VPI and

IP Address automatically, when you connect | VCI) may be required, if they

to you ISP. cannot be detected automatically.

b) Some ISP's may require you to
use a particular Hostname or
Domain name, or MAC (physical)
address.

Static (Fixed) Your ISP allocates a permanent a) ADSL parameters (VPI and

IP Address IP Address to you. VCI) may be required, if they

Usually, the connection is
"Always on".

cannot be detected automatically.

b) IP Address allocated to you,
and related information, such as
Network Mask, Gateway IP
address, and DNS address.

PPPOE, PPPOA

You connect to the ISP only when
required. The IP address is
usually allocated automatically.

a) ADSL parameters (VPI and
VCI) may be required, if they
cannot be detected automatically.

b) User name and password are
always required.

c) If using a Static (Fixed) IP
address, you need the IP address
and related information (Network
Mask, Gateway IP address, and
DNS address)

IPOA
(IP over ATM)

Normally, the connection is
"Always on".

a) ADSL parameters (VPI and
VCI) may be required, if they
cannot be detected automatically.

b) IP Address allocated to you,
and related information, such as
Network Mask, Gateway IP
address, and DNS address.

11
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Home Screen

After finishing the Setup Wizard, you will see the Home screen. When you connect in future,
you will see this screen when you connect. An example screen is shown below.

0
o

AY4
n

Wireless R outer

WBR-3407A

||
||
H
onea
WAN Wizard
Mode
LAN

Internet:

Wireless
Password Wireless:

Status

Advanced

Log Out |
Restart |

Figure 5: Home Screen

Main Menu

The main menu, on the left, contains links to the most-commonly used screen. To see the links
to the other available screens, click "Advanced" or "Administration".

The main menu also contains two (2) buttons:

e Log Out - When finished, you should click this button to logout.

e Restart - Use this if you wish to restart the WBR-3407. Note that restarting the Router
will break any existing connections to or through the Router.

Navigation & Data Input

e  Use the menu bar on the left of the screen, and the "Back" button on your Browser, for
navigation.

e Changing to another screen without clicking "Save" does NOT save any changes you may
have made. You must "Save" before changing screens or your data will be ignored.

On each screen, clicking the "Help" button will
display help for that screen.

Motel

12
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Use the Mode link on the main menu to reach the Mode screen. An example screen is shown
below.

Device Mode pevice Mame:

D Modem (Madem only) 2

Language: m

Figure 6: LAN Screen

Data - Mode Screen

Device Mode

Device Name This field displays the current name of this device.

Device Mode Select the desired device mode for the router:

¢ Router - Both the ADSL Modem and the Router features are
operational. In this mode, this device can provide shared Internet
Access to all your LAN users.

e Modem - Only the ADSL Modem component is operational. All
Router features are disabled. This device is "transparent™ - it does
not perform any operations or make any changes to the network
traffic passing through it.

Note:
o If the mode is changed, this device must restart when you save.
e You will lose the connection until the restart is completed.

e The menu will change when the mode is changed. Many features
are only available in Router mode.

Language Select the desired language for this user interface.

13
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LAN Screen

Use the LAN link on the main menu to reach the LAN screen. An example screen is shown
below.

TCPIP

Figure 7: LAN Screen

Data - LAN Screen
TCP/IP

IP Address IP address for the WBR-3407, as seen from the local LAN. Use the
default value unless the address is already in use or your LAN is using
a different IP address range. In the latter case, enter an unused IP
Address from within the range used by your LAN.

Subnet Mask The default value 255.255.255.0 is standard for small (class "C")
networks. For other networks, use the Subnet Mask for the LAN
segment to which the WBR-3407 is attached (the same value as the
PCs on that LAN segment).

DHCP Server e If Enabled, the WBR-3407 will allocate IP Addresses to PCs
(DHCP clients) on your LAN when they start up. The default (and
recommended) value is Enabled.

e |Ifyou are already using a DHCP Server, this setting must be
Disabled, and the existing DHCP server must be re-configured to
treat the WBR-3407 as the default Gateway. See the following
section for further details.

e The Start IP Address and Finish IP Address fields set the values
used by the DHCP server when allocating IP Addresses to DHCP
clients. This range also determines the number of DHCP clients
supported.

See the following section for further details on using DHCP.

14
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DHCP

What DHCP Does

A DHCP (Dynamic Host Configuration Protocol) Server allocates a valid IP address to a
DHCP Client (PC or device) upon request.

e The client request is made when the client device starts up (boots).

e The DHCP Server provides the Gateway and DNS addresses to the client, as well as
allocating an IP Address.

e The WBR-3407 can act as a DHCP server.

e Windows 95/98/ME and other non-Server versions of Windows will act as a DHCP
client. This is the default Windows setting for the TCP/IP network protocol. However,
Windows uses the term Obtain an IP Address automatically instead of "DHCP Client".

e You must NOT have two (2) or more DHCP Servers on the same LAN segment. (If your
LAN does not have other Routers, this means there must only be one (1) DHCP Server on
your LAN.)

Using the WBR-3407's DHCP Server

This is the default setting. The DHCP Server settings are on the LAN screen. On this screen,
you can:
e Enable or Disable the WBR-3407's DHCP Server function.

e  Set the range of IP Addresses allocated to PCs by the DHCP Server function.

@ You can assign Fixed IP Addresses to some devices
while using DHCP, provided that the Fixed IP Addresses
MNote! are NOT within the range used by the DHCP Server.

Using another DHCP Server

You can only use one (1) DHCP Server per LAN segment. If you wish to use another DHCP
Server, rather than the WBR-3407's, the following procedure is required.

1. Disable the DHCP Server feature in the WBR-3407. This setting is on the LAN screen.

2. Configure the DHCP Server to provide the WBR-3407's IP Address as the Default
Gateway.

To Configure your PCs to use DHCP
This is the default setting for TCP/IP for all non-Server versions of Windows.

See Chapter 4 - Client Configuration for the procedure to check these settings.

15
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Wireless Screen

The WBR-3407's settings must match the other Wireless stations.

Note that the WBR-3407 will automatically accept both 802.11b and 802.11g connections, and
no configuration is required for this feature.

To change the WBR-3407's default settings for the WBR3407 feature, use the Wireless link on
the main menu to reach the Wireless screen. An example screen is shown below.

Identification "

Jentifier)
Options 3 802115 & 802110 =

Security

Figure 8: Wireless Screen

Data - Wireless Screen

Identification

Regulatory Select the correct domain for your location. It is your responsibility to
Domain ensure:

e That the WBR-3407 is only used in domains for which is licensed.

e That you select the correct domain, so that only the legal channels
for that domain can be selected.

Station name This is the same as the "Device Name" for the WBR-3407.
SSID e Ifusing an ESS (Extended Service Set, with multiple access
(ESSID) points) this ID is called an ESSID (Extended Service Set
Identifier).
e To communicate, all Wireless stations should use the same
SSID/ESSID.

16



Setup

Options
Mode Select the desired mode:
e &b -Both802.11.g and 802.11b Wireless stations will be able
to use the WBR-3407.
e gonly-Only 802.11g Wireless stations can use the WBR-3407.
e bonly- Only 802.11b connections are available. 802.11g
Wireless Stations will only be able to use the WBR-3407 if they
are fully backward-compatible with the 802.11b standard.
Channel No. o  Select the Channel you wish to use on your Wireless LAN.

e If you experience interference (shown by lost connections and/or
slow data transfers) you may need to experiment with different
channels to see which is the best.

e |If using multiple Access Points, adjacent Access Points should use
different Channels to reduce interference.

Broadcast SSID

If enabled, the WBR-3407 will broadcast its SSID. This allows
Wireless Stations will a "null" (blank) SSID to detect and use the
correct SSID.

Disable this feature if you do not want Wireless stations to be able to
do this.

Options

Curent Setting

The curent setting is displayed. The default value is "Disabled" - no
security.

Configure
Button

Click this button to view the Wireless security sub-screen. See the
following section for more details.

Access Point

Enable Wireless

Access Point

Enable this if you want to use WBR3407 function. If disabled, no
Wireless stations can use the Access Point function, and all
connections must be make via the wired LAN.

Allow access by

Use this feature to determine which Wireless stations can use the

Access Point. The options are:

o All Wireless Stations - All wireless stations can use the access
point, provided they have the correct SSID and WEP settings.

e Trusted Wireless stations only - Only wireless stations you
designate as "Trusted" can use the access point, even if they have
the correct SSID and WEP settings.

This feature uses the MAC address to identify Wireless stations.
The MAC address is a low-level network identifier which is
unique to each PC or network device.

To define the trusted wireless stations, use the "Set Stations"
button.

Set Stations
Button

Click this button to manage the trusted PC database.

17
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Wireless Security

The Wireless Security sub-screen is accessed by the "Configure" button on the Wireless
screen.

It provides 4 options for Wireless Security:
e Disabled - No security is used.
e WEP - Data is encrypted using the WEP standard.

e WPA-PSK - Data is encrypted using the WPA standard. Each Wireless station must have
the same Pres-shared Key (PSK).

e WPA-802.1x - This system requires that a Radius Server be used for Authentication. Data

is encrypted using WPA, but the keys are automatically generated, and do not need to be
entered.

Wireless Security - WEP

If WEP is selected, the screen will look like the following:

Wireless Security

Security System [WEP 7]

Authentication: [aue 7]

Key Size: [64Bit {10 Hex chars) =]

Keyt: 6 [

Keyzo [

Keyz: 0o [

Keyd: o [

Passphrase: [
M Cancel

Figure 9: WEP Screen

Data - WEP Screen

Authentication Normally, this should be left at the default value of "Automatic”. If

Type changed to "Open System" or "Shared Key", ensure that your Wireless
Stations use the same setting.

Key Size Select the option to match other Wireless Stations:

e 64 Bit - data is encrypted, using the default key, before being
transmitted. You must enter at least the default key. For 64 Bit
Encryption, the key size is 10 chars in HEX (0~9 and A~F).

e 128 Bit - data is encrypted, using the default key, before being
transmitted. You must enter at least the default key. For 128 Bit
Encryption, the key size is 26 chars in HEX (0~9 and A~F).

Default Key Select the key you wish to be the default. Transmitted data is
ALWAYS encrypted using the Default Key; the other Keys are for
decryption only.
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You must enter a Key Value for the Default Key.

Key Value Enter the key value or values you wish to use. The Default Key is
required, the other keys are optional. Other stations must have the
same key.

Passphrase If desired, you can generate a key from a phrase, instead of entering

the key value directly. Enter the desired phrase, and click the
"Generate Keys" button.

Wireless Security - WPA-PSK

If WPA-PSK is selected, the screen will look like the following:

Wireless Security

Security System |WFA-PSK ¥

PSK : |
Key Lifetime: |3600  (secs)
Encryption: | TKIP x

Save | Cancel
Help | Close

Figure 10: WPA-PSK Screen

Data - WPA-PSK Screen

PSK Also called the "Network Key". Enter the key value. Data is encrypted
using a 256Bit key derived from this key. Other Wireless Stations must
use the same key.

Key Lifetime Enter the required time period.

Encryption Select the desired option. Other Wireless Stations must use the same

method.
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Wireless Security - WPA-802.1x

If WPA-802.1x is selected, the screen will look like the following.
Note that to use 802.1x:
e You need a Radius Server.

e The Radius Server must have "Client" login for the WBR-3407, using its IP address and
the the "Shared Key" set on this screen.

e Each client (user) must obtain a Certificate to authenticate against the Radius Server. See
Chapter 4 - PC Configuration for details.

Wireless Security |

Security System |'WFA-G02.1x ¥

Radius Server: | (Name or IP address)
Radius Fort. 1812
Shared Key, |

Sawve | Cancel
Help | Close

Figure 11: WPA-802.1x Screen

Data - WPA-802.1x Screen

Radius Server Enter the name or IP address of the Radius Server on your network.

Address

Radius Port Enter the port number used for connections to the Radius Server.

Shared Key This is used for the Client Login on the Radius Server. Enter the
key value to match the Radius Server.

Note: The Encryption method used is TKIP.
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Password Screen

The password screen allows you to assign a password to the WBR-3407.

Password T
CIne

Figure 12: Password Screen

Old Password Enter the existing password in this field.

New password Enter the new password here.

Verify password | Re-enter the new password here.

You will be prompted for the password when you connect, as shown below.

Enter Metwork Pazzword

Flease type your user name and password.

Site: 192.168.0.1
Realn NeedPassword
User Hame ||

Pazsword I

I Save this password in your password list

oK I Cancel

Figure 13: Password Dialog

e The "User Name" is always admin
e Enter the password for the WBR-3407, as set on the Password screen above.



Chapter 4
PC Configuration

This Chapter details the PC Configuration required on the local ("Internal®)
LAN.

Overview

For each PC, the following may need to be configured:
e  TCP/IP network settings

e Internet Access configuration

e Wireless configuration

Windows Clients

This section describes how to configure Windows clients for Internet access via the WBR-
3407.

The first step is to check the PC's TCP/IP settings.

The WBR-3407 uses the TCP/IP network protocol for all functions, so it is essential that the
TCP/IP protocol be installed and configured on each PC.

TCP/IP Settings - Overview

If using the default WBR-3407 settings, and the default Windows TCP/IP
settings, no changes need to be made.

e By default, the WBR-3407 will act as a DHCP Server, automatically providing a suitable
IP Address (and related information) to each PC when the PC boots.

e For all non-Server versions of Windows, the default TCP/IP setting is to act as a DHCP
client.

If using a Fixed (specified) IP address, the following changes are
required:

e The Gateway must be set to the IP address of the WBR-3407

e The DNS should be set to the address provided by your ISP.

If your LAN has a Router, the LAN Administrator must re-
configure the Router itself. Refer to Chapter 8 -
MNotel Advanced Setup for details.
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Checking TCP/IP Settings - Windows 9x/ME:

1. Select Control Panel - Network. You should see a screen like the following:

Network E E3

Configuratian | Identification | Access Contral |

The following netwark components are installed:

R NetBEUI-> PCI Fast Ethemet Adapter A
Y NetBEUI -> Dial-Up Adaptar

i NetBEUI-» Dial-Up Adapter #2 (WP Sunoor

A TCE/IP -> PC| Fast Ethernet Adapter
W TCR/IP -> DialJp Adapter

i TCP/IP -> Dial-Up Adapter #2 (VPN Suppor)

L= File and printer sharing for Netware Netwaorks -
1| | 3

Add... Fermowe Froperties

Figure 14: Network Configuration

2. Select the TCP/IP protocol for your network card.
3. Click on the Properties button. You should then see a screen like the following.

TCP/{IP Properties
Bindings | Advanced | NetBIOS |  DNS Configuration |
Gateway | WIMS Caonfiguration IF Address

An P address can be automatically assigned to this computer. If
wour network does not automatically assign IF addresses, askyour
netwark, administrator for an address, and then type itin the space
el o,

{= Ohtain an IP address automatically

i Specify an IP address:

[FAddress: | I I I ‘

subnet Mask: | i i i ‘

Figure 15: IP Address (Win 95)
Ensure your TCP/IP settings are correct, as follows:

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. This is the default

Windows setting. Using this is recommended. By default, the WBR-3407 will act as a DHCP
Server.

Restart your PC to ensure it obtains an IP Address from the WBR-3407.
Using "Specify an IP Address"

If your PC is already configured, check with your network administrator before making the
following changes:
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e On the Gateway tab, enter the WBR-3407's IP address in the New Gateway field and click

Add, as shown below. Your LAN administrator can advise you of the IP Address they

assigned to the WBR-3407.

TCP/IP Properties EHEl
Bindings | Advanced | MetBIOS | DNS Corfiguration |
Gateway |  WINS Configuration | IPAddress |

The first gateway in the Installed Gatewany listwill be the default. The
address order in the listwill be the order in which these machines
are used.

Mew gatewan:

[192.168. 0 . 1 | [f

Installed gatewss:

N2

Figure 16: Gateway Tab (Win 95/98)

e On the DNS Configuration tab, ensure Enable DNS is selected. If the DNS Server Search
Order list is empty, enter the DNS address provided by your ISP in the fields beside the

Add button, then click Add.

Gatewsay l WIS Configuration ] IP Address ]
Bindings | Advanced | NetBIOS DNS Configuration
" Disable DNES

* Enable DNS

Host: Dornain:

DOMS Server Search Order

q .. . D add |

Figure 17: DNS Tab (Win 95/98)
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Checking TCP/IP Settings - Windows NT4.0
1.

Select Control Panel - Network, and, on the Protocols tab, select the TCP/IP protocol, as
shown below.

Hetwork E |

Identificatinnl Services  Protocals |.-’-‘-.dapters| Bindingsl

Metwork Protocols:

T MetBE L] Protocoal

T NwiLink IP/S P4 Compatible Transport
W NwiLink NetBIOS
L3 TCF/|P Protocol

Add... Bemove Properties. .. [Jpdate

— Description;

Transport Cantral Protocoldlintermet Pratocol. The default wide

area network, protocol that provides communication across
diverse interconnected network s,

0k, I Cancel

Figure 18: Windows NT4.0 - TCP/IP
Click the Properties button to see a screen like the one below.

2.
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Microzoft TCP/IP Properties EE |

IP Address | DNS | WiNS Address | DHCP Relay | Routing |

An P address can be automatically azsigned ta this netwaork, card
by a DHCP server, [ pour network, does not have a DHCP zerver,
azk your netwark, administratar far an address, and then tupe it in
the zpace below.

Adapter:
PCl Fazst Ethernet Adapter j

¥ Obtain an IP address from a DHCP zerver
— € Specify an P address

B Edldress: I

Sutamet b ast: I

[rerault Fatetan I

] 4 Cancel SEpl

Figure 19: Windows NT4.0 - IP Address

3. Select the network card for your LAN.
4. Select the appropriate radio button - Obtain an IP address from a DHCP Server or Specify
an IP Address, as explained below.

Obtain an IP address from a DHCP Server

This is the default Windows setting. Using this is recommended. By default, the WBR-3407
will act as a DHCP Server.

Restart your PC to ensure it obtains an IP Address from the WBR-3407.

Specify an IP Address

If your PC is already configured, check with your network administrator before making the
following changes.

1. The Default Gateway must be set to the IP address of the WBR-3407. To set this:
e  Click the Advanced button on the screen above.

e On the following screen, click the Add button in the Gateways panel, and enter the
WBR-3407's IP address, as shown in Figure 20 below.

e If necessary, use the Up button to make the WBR-3407 the first entry in the Gateways
list.
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Advanced IP Addressing |

Adapter: I PCI Fast Ethernet Adapter J

W TCP/IP Gateway Address S

Gateway Address: I |

fdd Cancel |

— GEateways

(] iy
[Nt |

Add.. i Aemove |

[ Enable PPTP Filtering

Enable Securty
[EaniiEure... |
O, I Canizel

Figure 20 - Windows NT4.0 - Add Gateway

2. The DNS should be set to the address provided by your ISP, as follows:
e Click the DNS tab.

e On the DNS screen, shown below, click the Add button (under DNS Service Search
Order), and enter the DNS provided by your ISP.
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Microzoft TCP/IP Properties EE |

IP Address DNS | WwiNS Address | DHCP Relay | Routing |

Damain Mame System [DMS]

Host Mame: Cromair;

—DMS Service Search Order

(I iy
[Nl |

aed. || Ef | Aemee |
TCP/IP DMS Server il S
DOMS Server: ol Ut

I : : - Cancel | 4|Dﬂwﬂl

| ] 4 I Cancel | Apply

Figure 21: Windows NT4.0 - DNS
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Checking TCP/IP Settings - Windows 2000:

1. Select Control Panel - Network and Dial-up Connection.

2. Right - click the Local Area Connection icon and select Properties. You should see a

screen like the following:

Local Area Connection Properties E E |

General |

Connect uzing:

I SMC EZ Card 10100 [SMCT211TK)

Components checked are uzed by thiz connection:

Client for Microzoft Mebwarkz
File and Printer Sharing for Microsoft Metworks
g Internet Protocol [TCPAP]

Inztall... | Jninztall Properties

Drezcrption

Tranzmizzion Control Protocaoldlntemet Protocal. The default
wide area network protocol that provides communication
acrozz diverse interconnected networks.

[ Show icon in tazkbar when connected

QK | Cancel |

Figure 22: Network Configuration (Win 2000)
3. Select the TCP/IP protocol for your network card.

4. Click on the Properties button. You should then see a screen like the following.

PC Configuration
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Internet Protocol (TCP/IP) Properties 2 | x| |
General |

rou can get [P settings assigned automatically if your network, supports
thiz capahility. Othenvize, you need to azk vour netwaork. administrator for
the appropriate [P zettings.

* Obtain an IP address automatically

™ Use the following IP address:

IF address: |
Subnet mazk: I
[Default aateway: I

' Obtain DNS server address automatically

™ Use the following DNS server addresses:

Freferred DS serven |

Alternate DS server: |

0K | Cahcel |

Figure 23: TCP/IP Properties (Win 2000)

5. Ensure your TCP/IP settings are correct, as described below.

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. This is the default
Windows setting. Using this is recommended. By default, the WBR-3407 will act as a DHCP
Server.

Restart your PC to ensure it obtains an IP Address from the WBR-3407.

Using a fixed IP Address ("Use the following IP Address")

If your PC is already configured, check with your network administrator before making the
following changes.

o  Enter the WBR-3407's IP address in the Default gateway field and click OK. (Your LAN
administrator can advise you of the IP Address they assigned to the WBR-3407.)

o If the DNS Server fields are empty, select Use the following DNS server addresses, and
enter the DNS address or addresses provided by your ISP, then click OK.
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Checking TCP/IP Settings - Windows XP

1.
2.

Select Control Panel - Network Connection.

Right click the Local Area Connection and choose Properties. You should see a screen
like the following:

- Local Area Connection Properties

General | &thentication | Advanced

Connect uzing:

E& D-Link DFE-R30TX PCI Fast Ethernet Adapter [rev.B)

Thiz connection uses the following items:

fgl, Client for Microsoft Networks

.@ File and Printer Sharing for Microzoft Metworks
EQDS Packet Scheduler
Internet Pral [TCRAP)

Dezcnphion

Transmizsion Control Protocol/nternet Protocol. The default
wide area network, protocol that provides communication
acrozs diverse interconnected networks.

[] 5how icon in notification area when connected

Instal..

l Ok ][ Cancel ]

Figure 24: Network Configuration (Windows XP)

3. Select the TCP/IP protocol for your network card.
4. Click on the Properties button. You should then see a screen like the following.

PC Configuration
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Internet Protocol (TCP/IP) Properties

General | Altemate Configuration

1'ou can get [P settings azsigned autormatically if vour network, supports
thiz capability. Othenwize, you need to ask your network, adminiztrator for
the appropriate [P zettings.

(@ btain an |F address automaticalle
{1 Uge the following IP address:

() Obtain DNS server addiess automatically
{1 Use the following DNS server addresses:

I Ok H Cancel ]

Figure 25: TCP/IP Properties (Windows XP)

5. Ensure your TCP/IP settings are correct.

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. This is the default
Windows setting. Using this is recommended. By default, the WBR-3407 will act as a DHCP
Server.

Restart your PC to ensure it obtains an IP Address from the WBR-3407.

Using a fixed IP Address ("Use the following IP Address")

If your PC is already configured, check with your network administrator before making the
following changes.

e Inthe Default gateway field, enter the WBR-3407's IP address and click OK. Your LAN
administrator can advise you of the IP Address they assigned to the WBR-3407.

o If the DNS Server fields are empty, select Use the following DNS server addresses, and
enter the DNS address or addresses provided by your ISP, then click OK.
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Internet Access

To configure your PCs to use the WBR-3407 for Internet access:
e Ensure that the DSL modem, Cable modem, or other permanent connection is functional.

e  Use the following procedure to configure your Browser to access the Internet via the
LAN, rather than by a Dial-up connection.

For Windows 9x/ME/2000
1. Select Start Menu - Settings - Control Panel - Internet Options.
2. Select the Connection tab, and click the Setup button.

3. Select "I want to set up my Internet connection manually, or | want to connect through a
local area network (LAN)" and click Next.

4. Select "I connect through a local area network (LAN)" and click Next.

5. Ensure all of the boxes on the following Local area network Internet Configuration screen
are unchecked.

6. Check the "No" option when prompted "Do you want to set up an Internet mail account
now?".

7. Click Finish to close the Internet Connection Wizard.
Setup is now completed.

For Windows XP

Select Start Menu - Control Panel - Network and Internet Connections.

Select Set up or change your Internet Connection.

Select the Connection tab, and click the Setup button.

Cancel the pop-up "Location Information" screen.

Click Next on the "New Connection Wizard" screen.

Select "Connect to the Internet™ and click Next.

Select "Set up my connection manually" and click Next.

Check "Connect using a broadband connection that is always on" and click Next.

Click Finish to close the New Connection Wizard.
Setup is now completed.

© o Nk wDdhRE

Accessing AOL

To access AOL (America On Line) through the WBR-3407, the AOL for Windows software
must be configured to use TCP/IP network access, rather than a dial-up connection. The
configuration process is as follows:

e  Start the AOL for Windows communication software. Ensure that it is Version 2.5, 3.0 or
later. This procedure will not work with earlier versions.

e  Click the Setup button.

e Select Create Location, and change the location name from "New Locality" to "WBR-
3407".

e Click Edit Location. Select TCP/IP for the Network field. (Leave the Phone Number
blank.)

e Click Save, then OK.
Configuration is now complete.

o Before clicking "Sign On", always ensure that you are using the "WBR-3407" location.
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Macintosh Clients

From your Macintosh, you can access the Internet via the WBR-3407. The procedure is as
follows.

1. Open the TCP/IP Control Panel.
2. Select Ethernet from the Connect via pop-up menu.

3. Select Using DHCP Server from the Configure pop-up menu. The DHCP Client ID field
can be left blank.

4. Close the TCP/IP panel, saving your settings.

Note:

If using manually assigned IP addresses instead of DHCP, the required changes are:
e  Set the Router Address field to the WBR-3407's IP Address.
e  Ensure your DNS settings are correct.

Linux Clients

To access the Internet via the WBR-3407, it is only necessary to set the WBR-3407 as the
"Gateway".

Ensure you are logged in as "'root" before attempting any changes.

Fixed IP Address

By default, most Unix installations use a fixed IP Address. If you wish to continue using a
fixed IP Address, make the following changes to your configuration.
e  Set your "Default Gateway" to the IP Address of the WBR-3407.

e  Ensure your DNS (Name server) settings are correct.

To act as a DHCP Client (recommended)

The procedure below may vary according to your version of Linux and X -windows shell.
1. Start your X Windows client.

Select Control Panel - Network

Select the "Interface" entry for your Network card. Normally, this will be called "eth0".
Click the Edit button, set the "protocol” to "DHCP", and save this data.

To apply your changes

e Use the "Deactivate™ and "Activate" buttons, if available.

o OR, restart your system.

Other Unix Systems

To access the Internet via the WBR-3407:
e Ensure the "Gateway" field for your network card is set to the IP Address of the WBR-
3407.

e Ensure your DNS (Name Server) settings are correct.
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Wireless Station Configuration

This section applies to all Wireless stations wishing to use the WBR-3407's Access Point,
regardless of the operating system which is used on the client.

To use the WBR3407 in the WBR-3407, each Wireless Station must have compatible settings,
as follows:

Mode The mode must be set to Infrastructure (rather than Ad-hoc)

Access points only operate in Infrastructure mode.

SSID (ESSID) | This must match the value used on the WBR-3407. The default value is
wireless.

Note! The SSID is case sensitive.

Wireless By default, Wireless security on the WBR-3407 is disabled.

Security e If WEP or WPA-PSK is enabled on the WBR-3407, each station
must use the same settings as the WBR-3407.

o If WPA-802.1x is enabled, each station must obtain a cerrtificate for
authentication. See the following section for details.
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Using WPA-802.1x - Overview

802.1x mode provides greater security and centralized management, but it is more complex to
configure.

Wireless Station Configuration

For each of the following items, each Wireless Station must have the same settings as the
WBR3407.

802.1x Each client must obtain a Certificate which is used for authentication for
Authentication | the Radius Server.

802.1x Typically, EAP-TLS is used. This is a dynamic key system, so keys do
Encryption NOT have to be entered on each Wireless station.

Radius Server Configuration

If using WPA-802.1x mode, the Radius Server on your network must be configured as follow:
e It must provide and accept Certificates for user authentication.
e There must be a Client Login for the WBR3407 itself.

e  The WBR3407 will use its Default Name as its Client Login name.

e The Shared Key, set on the Security Screen of the Access Point, must match the
Shared Secret value on the Radius Server.

e Encryption settings must be correct.
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802.1x Server Setup (Windows 2000 Server

This section describes using Microsoft Internet Authentication Server as the Radius Server,
since it is the most common Radius Server available that supports the EAP-TLS authentication
method.

The following services on the Windows 2000 Domain Controller (PDC) are also required:

e dhcpd
e dns
e [ras

o webserver (11S)
o Radius Server (Internet Authentication Service)
o Certificate Authority

Windows 2000 Domain Controller Setup

1. Run dcpromo.exe from the command prompt.

2. Follow all of the default prompts, ensure that DNS is installed and enabled during installa-
tion.

Services Installation

1. Select the Control Panel - Add/Remove Programs.
2. Click Add/Remove Windows Components from the left side.
3. Ensure that the following components are activated (selected):

e Certificate Services. After enabling this, you will see a warning that the computer
cannot be renamed and joined after installing certificate services. Select Yes to select
certificate services and continue

e World Wide Web Server. Select World Wide Web Server on the Internet Information
Services (11S) component.

e From the Networking Services category, select Dynamic Host Configuration Protocol
(DHCP), and Internet Authentication Service (DNS should already be selected and in-
stalled).
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Windows Components Wizard x|

Windows Components
“V'ou can add or remove components of Wwindows 2000,

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be installed. To zee what's included in & component, click
Details.

Companents:

ﬂccessories and Utilities 121 MB ﬂ
[B3 Cetificate Services 1.4 HMB

[ < Cluster Service 2.5 MB

EP Indexing Service 0.0ME

vl B Intermet Infrmmatinn Services 11151 M AMR T

Degcription:  Meszage Queuing provides loosely-coupled and reliable network
communication services.

Total digk space required: 127 MB Dietaie |
Space available on disk: £699.9 ME

< Back I Mewt > I Cancel |

4. Click Next.

Figure 26: Components Screen

5. Select the Enterprise root CA, and click Next.

Windows Components Wizard x|

Certification Authority Type
There are four tppes of certification authorities.

Certification Authority tppes: D escrption:
¥ Enterprise root C&, The most trusted Cé in an ;I
enterprize. Should be installed
" Enterprize subordinate C& befare any other CA. Fequires

Active Directony.
" Stand-alone root G

" Stand-alone subordinate Ca ;I

[ Advanced options

< Back I Mewt > I Cancel

Figure 27: Certification Screen

6. Enter the information for the Certificate Authority, and click Next.
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Windows Components Wizard x|
CA Identifying Information m
Enter infarmation to identify thiz Cb *
b
CA name: IWireIessEA
Organization: IDrganization
Organizational unit: ISystems
City: IDakIand
State or province: lm— Country/region: lr
E-mail: ch@yourdomain. tid
CA description: IWireIess Al
Vald for z [vems x| Ewpies  [2/77/2008 639FM
< Back I Next > I Carncel |

Figure 28: CA Screen

Click Next if you don't want to change the CA's configuration data.

Installation will warn you that Internet Information Services are running, and must be
stopped before continuing. Click Ok, then Finish.

DHCP server configuration

1.
2.

Click on the Start - Programs - Administrative Tools - DHCP
Right-click on the server entry as shown, and select New Scope.

i
J&ction Wigw |J¢'-l'||><||§|l |

Tree | | rowan [192,168.0,21]
2 DHCP | i
i+ Dieplas St atiarioamn Configure the DHCP Server

ey T
Mew Multicast Scope. ..

fore a DHCP server can issue IP
dresses, you must create a scope and

Reconcile &l Scopes. . thorize the DHCP server.

Autharize
scope is a range of IP addresses that is

Define User Classes. signed to computers requesting a

Define Yendar Classes..., narmic IP address. Authorization is a

Set Predefined Options. ., curity precaution that ensures that only

e 3 thorized DHCP servers run on your
twork,

Vie LS =
To add a new scope, on the Action menu,

Delete i Mew Scope.

Refresh

: To authorize this DHCP server, on the
Properties : 3 :
tion menu, click suthaorize,

Help: hd

|Crea.te A MEew SCOpE | |

Figure 29: DHCP Screen

3. Click Next when the New Scope Wizard Begins.
4. Enter the name and description for the scope, click Next.

5.

Define the IP address range. Change the subnet mask if necessary. Click Next.
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New Scope Wizard x|
IP Addrezz Range ——
“V'ou define the zcope addreszs range by identifuing a set of conzecutive IP
addresses.

Enter the range of addresses that the scope distibutes.
Start |P addres; | 192.768. 0 . 100

End P addess: | 192,168, 0 . 200

A subnet mask defines how many bitz of an [P address to use faor the netwark/subhet
1Dz and how many bits to use for the host |D. Y'ou can specify the subnet mazk by
length or az an IP address.

Length: 24 =

Subnet mask: I 255 . 285. 255 O

< Back I Mewt > I Cancel

Figure 30:1P Address Screen

6. Add exclusions in the address fields if required. If no exclusions are required, leave it
blank. Click Next.

7. Change the Lease Duration time if preferred. Click Next.
8. Select Yes, | want to configure these options now, and click Next.

9. Enter the router address for the current subnet. The router address may be left blank if
there is no router. Click Next.

10. For the Parent domain, enter the domain you specified for the domain controller setup, and
enter the server's address for the IP address. Click Next.

New Scope Wizard x|

Domain Name and DMS Servers ——
The Domain Mame Spstem [DMS) maps and translates domain names used by

clients on vour network,

“Y'ou can specify the parent domain you want the client computers an your netwaork. to uze for
DMS hame rezolution.

Parent domain:  [*ireless. yourdomain.tid

To configure scope clients to use DNS servers on pour netwark, enter the IP addresses for those
TEIVErs.

Server name: IF address:

||. . . ficld

Fesalve | 192.168.0.250 Femove

1

Dawn

il

< Back I Mewt > I Cancel |

Figure 31: DNS Screen
11. If you don't want a WINS server, just click Next.
12. Select Yes, | want to activate this scope now. Click Next, then Finish.
13. Right-click on the server, and select Authorize. It may take a few minutes to complete.
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Certificate Authority Setup

1. Select Start - Programs - Administrative Tools - Certification Authority.
2. Right-click Policy Settings, and select New - Certificate to Issue.

{85 Certification Authority e & 1O x|
J&ction Yiew |J¢.-p|||@ |
Tree I Mame | Intended Purpose
@ Certification Authority (Local) EFS Recovery Agent File Recavery
EI@ WirelessCa Basic EF5 Encrypting File System
+--[C7 Revoked Certificates Dumain Controller Client Authentication, Server Authentic
(2 Issued Certificates Server Authentication
(27 Pending Requests Client Authentication, Server Authentic
(Z Failed Requests Encrypting File System, Secure Email, ¢
W 2 oot o ot e agthority
Mew 3 Certificate to Issue
._,.—I Code Signing, Microsoft Trusk List Signi
Wiew 3
Refresh
Export List. ..
Help
‘ | i

Creates a new object in this container. | |

Figure 32: Certificate Authority Screen

3. Select Authenticated Session and Smartcard Logon (select more than one by holding down

the Ctrl key). Click OK.

Select a certificate template to issue certificates

| e
Llser Signature Oy Secure Email, Clier
Smartcard Uger Secure Email, Clier
£ enticate Client Authenticatic
¥+ Smartcard Logon Client duthenticatic
Code Signing Code Signing
Trust Lizt Sighing Microzoft Trust List
I:E? F tircllrnemt et I Certifimate Fem JF.: it

ok, I Cancel |

Figure 33: Template Screen

4. Select Start - Programs - Administrative Tools - Active Directory Users and Computers.
5. Right-click on your active directory domain, and select Properties.
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lslx]
j@ Console  Window  Help |_|- _IE' ll|

T wn [« » | BE *E06B 2| R BTSE |

Tree I Domain Controllers 1 ohjects

@ Active Directory Users | | Iame [ Type [ Description |
£

(8 spa.rE o Computer
Delegate Contral..,

Find...

Connect to Domain...

Connect ta Domain Cantroller, .,
Operations Maskers...

Mew 3
All Tasks 3

Mew Window From Here

Refresh

Properties

Help

] |

‘Opens properky sheet For the current seleckion. | |

Hstart ||| 1A @ 51 || Ronce | Gicon .| Fjaddl . | Fecab.. | Gacw.. |[Gactiv.. e | [SE BaBE  2esem

Figure 34: Active Directory Screen

6. Select the Group Policy tab, choose Default Domain Policy then click Edit.

wireless.yourdomain.tld Properties L ilil

Genera|| Maraged By Group Policy |

Current Group Policy Object Links for wireless

Group Policy Object Links | Mo Oweride | Dizabled |

Jefault Domain Policy

Group Policy Objects higher in the list have the highest priority,
Thiz list obtained fram: rawan wireless. pourdamain. td

New | add. | Edt | g |

Options. .. | Delete. .. | Properties | Do |

" Block Policyinheritance

Ok I Cancel | SRl |

Figure 35: Group Policy Tab

7. Select Computer Configuration - Windows Settings - Security Settings - Public Key
Policies, right-click Automatic Certificate Request Settings - New - Automatic Certificate
Request.
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&¥ Group Policy

J Action  Yiew |J4m = || |@

Tres: I

=15

Automatic Certificate Request I

@ Defaulk Domain Policy [swpa-dellzk, swpa, sercomm.conm. bw] P
EQ Cormputer Configuration
(1] Software Settings
=1-(20 Windows Settings
A Scripts (Startup/Shutdown)

B Security Settings

-2 Account Policies

m Lacal Polities

EIE% Event Log

(#1288 Restricted Groups

@8 System Services

@8 Redgistry

@8 File System

=1+ Public Key Policies

~[Z] Encrypted Data Recovery Agents
- SR i nas
-] Trusted Root Certification Autharities
i |1 Enterprise Trust
.g, IP Security Policies on Active Directory
(10 Administrative Templates Refresh
User Configuration
[#-[] Software Sektings
(10 Windows Settings Help
-] Administrative Templates

Wiew 3

Export Lisk. ..

4 | p

"Create'a riew Automatic Certificate Request object and add it to the Security Configuration Editor. | |

il start H @ 5 “ M Cliphoardas - Ir,‘.l @amveDwactnryml @Gmup Palicy Ilﬁﬁruup Policy |'_=“,(I\—‘@£ 2156 PM

Figure 36: Group Policy Screen

8. When the Certificate Request Wizard appears, click Next.
9. Select Computer, then click Next.

Automatic Certificate Request Setup Wizard

Certificate Template

The next time a computer logz on, a certificate based on the template pou zelect iz
provided:

& certificate template iz a set of predefined propertiss far cerificates issued to
cormputers. Select a template from the follawing list,

Certificate templates:

| Mame || Intended Purposes

Computer Client Authertication, Server duthenticatior
Damain Contraller Client Suthentication, Server Authenticatior
Enrallment Agent [Cormputer] Certificate Request Agent

|IFSEC 1361588822

Kl | 2

< Back I Mext I Cancel |

Figure 37: Certificate Template Screen

10. Ensure that your certificate authority is checked, then click Next.
11. Review the policy change information and click Finish.

12. Click Start - Run, type cmd and press enter.
Enter secedit /refreshpolicy machine_policy
This command may take a few minutes to take effect.
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Internet Authentication Service (Radius) Setup

1.
2.

9.

© N o gk w

Select Start - Programs - Administrative Tools - Internet Authentication Service
Right-click on Clients, and select New Client.

"_.=F Internet Authentication Service

Lo € 2m

=10j ]

£

Tree i

Friendly Kame: |F\ddress

I Protocol

@3 Internet Authentication Service (Local)

Wigt 4

Expork List. .,

Help

4 |

Figure 38: Service Screen

Enter a name for the access point, click Next.
Enter the address of the WBR3407, and set the shared secret, as entered on the WBR3407.

Click Finish.

Right-click on Remote Access Policies, select New Remote Access Policy.

Assuming you are using EAP-TLS, name the policy eap-tls, and click Next.

Click Add...

If you don't want to set any restrictions and a condition is required, select Day-And-Time-

Restrictions, and click Add...

i Select Attribute

Select the tupe of attribute to-add, and then click the Add buttan

Attribute tbipes;

MHame

I D escription

Called-Station-1d
Calling-Station-d
Client-Friendly-Hame
Client- P-&ddress
Cliant-vendor

[ a
Framed-Protocol
MaS-ldentifier
MaS5-P-Address
MAS-Port-Type

FPhone number dialed by user

Phone number from which call ariginated
Friendly name for the RADIUS clent. (145
IP address of RADIUS client. (145 only)
Manufacturer of RADIUS prowy ar MAS, ]
Time periods and daps of week during wh
The protocal to be used

String identifying the MAS ariginating the
|P address of the MAS originating the requ
Type of physical port used by the NAS ori

Service-Type Type of zervice user has requested

Tunrel-Type Tunneling protocols to be uzed

Windows-Groups Windows groups that user belongs to

4 | |
Add. Cancel |

Bicd

Figure 39: Attribute Screen

Click Permitted, then OK. Select Next.
10. Select Grant remote access permission. Click Next.
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11. Click Edit Profile... and select the Authentication tab. Enable Extensible Authentication
Protocol, and select Smart Card or other Certificate. Deselect other authentication meth-
ods listed. Click OK.

Edit Dial-in Profile L fird

Dilakin Canstraints | 1P | Fultiink
Authentication | Enciyption | Advanced

Check the authentication methiods which are allowed far this connection,

v Extensible Authentization Protocal

Select the EAF tupe which iz acceptable for thiz palicy.

ISmalt Card or other Certificate ﬂ Configure.... |

I Micresoit Encrypted Authertication version 2 [MS-CHAP w2
I Microscft Encrypted Authentication [MS-CHAR)

™ Encrypted Authentication [CHAP)
I Unencrypted Authentication [FAP. SPAF)

~Unavthenticated Access

Allow remote PPP clignts to connect without negotiating
any authentication method,

Ok I Cancel Apply |

Figure 40: Authentication Screen

12. Select No if you don't want to view the help for EAP. Click Finish.

45



WBR-3407 User Guide

Remote Access Login for Users

1. Select Start - Programs - Administrative Tools- Active Directory Users and Computers.
2. Double click on the user who you want to enable.
3. Select the Dial-in tab, and enable Allow access. Click OK.

alex Properties
Terminal Services Profile I E xchange General
E-mail Addreszes I Exchange Features

General | Address | Accountl Frafile | Telephones | Organization
Member OF Dialin | Enviranment | Sessions | Remate control

—Remate Access Permizzion [Dialin or WEM)

2]

@ Allow access
" Deny access

") Contral aceess through P emote Socess Policy

= werify Caller
— Callback Option:

" No Callback
" Set by Caller [Fouting and Femote Acoess Service only)

' Always Callback to: I

™| &ssign a Static [P Address I

i Apply Static Foutes

Define routes ta enable for this Diakin Ciatic Foutes.. |
connection.

QK. I Cancel | Apply | Help

Figure 41: Dial-in Screen
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802.1x Client Setup on Windows XP

Windows XP ships with a complete 802.1x client implementation. If using Windows 2000,
you can install SP3 (Service Pack 3) to gain the same functionality.

If you don't have either of these systems, you must use the 802.1x client software provided
with your wireless adapter. Refer to your vendor's documentation for setup instructions.

The following instructions assume that:

e You are using Windows XP

e You are connecting to a Windows 2000 server for authentication.

e You already have a login (User name and password) on the Windows 2000 server.

Client Certificate Setup

1. Connect to a network which doesn't require port authentication.

2. Start your Web Browser. In the Address box, enter the IP address of the Windows 2000
Server, followed by /certsrv
€.9
http://192.168.0.2/certsrv

3. You will be prompted for a user name and password. Enter the User name and Password
assigned to you by your network administrator, and click OK.

Connect to 1%2.168.0.2

=

Connecking ko 192,1658.0.2

User name: | | 5§ v .

Password: [

[Iremember my passward

I Ok ] [ Cancel

Figure 42: Connect Screen

4. On the first screen (below), select Request a certificate, click Next.
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5. Select User

Guide

X Microsoft Certificate Services - Microsoft Internet Explorer |: E E|
File Edit view Favorites Tools  Help f,*'
~ A 3 »
@ Back = [ |ﬂ @ :h 7 ) Search f:{ Favorites @ Media Q}
Address \@ http: 192, 168.0.Zjcertsry v| Go  Links
-~

Welcome

You use this web site to request a certificate for your wsb browser, e-
mail clignt, or ather secure program. Once you acquire a certificate, you
willl be able to securely identify yourself to other people over the web,
sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request.

Select atask:
O Retrieve the CA certificate or certificate revocation list
@ Request a certificate
O Check on a pending certificate

-

=

Microsoft Certificate S - 3

@‘] Done  Internet

Figure 43: Wireless CA Screen

certificate request and select User Certificate, the click Next.

<} Microsoft Certificate Services - Microsoft Internet Explorer E”EHZ|

File Edit Wiew Favorites Tools  Help f;’
= n »

e Back - (=) ] Iﬂ Iﬁ -’h /"} Search ‘-‘T/L'( Favorites ﬁ‘ Media @}

Address |@ http: {192, 168.0,2fcertsrv/cerkrqus. asp "| Go | Links

~
Microsoft Certifica g - W ¥

Choose Request Type

Flease select the type of request you wiould like to make:

® User certificate request:

certificate

O Advanced request

|

EI Done

' Inkernet

6. Click Submit.

Figure 44: Request Type Screen

48



PC Configuration

<} Microsoft Certificate Services - Microsoft Internet Explorer ._||'E||g|
File Edit View Favorites Tools  Help -:F*'
= i ) e
@ Back = (=] \ﬂ @ -"h /’ Search \:T/\?Favorites @Media {-‘}
Address |@ http:f {192, 168.0.2/certsryfoertrgbi.asptype=0 V| Go Links

Microsoft Cerificate Seni

User Certificate - Identifying Information

All the necessary identifying information has already been collected. You
may now subrmit your request.

[ Maore Options = ]

@ Done

G Internet

Figure 45: Identifying Information Screen

7. A message will be displayed, then the certificate will be returned to you.

Click Install this certificate.
A Microsoft Certificate Services - Microsoft Internet Explorer |;||E||z|
File Edit Wiew Favorites Tools Help ",'
e Back - -\_,J @ @ Mh ):) Search ":':'\'f Favorites e\ Media ﬁ}
address |@ http:ff192, 168,02 certsry/certfrsh, asp V| Go | Links *

Microsoft Certificate Se
Certificate Issued
The certificate you requested was issued to you.
Install this certificate
@ Done & Inbernet
Figure 46:Certificate Issued Screen
8.

. You will receive a confirmation message. Click Yes.
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9.

Root Certificate Store I

'E Do you want ko ADD the Following certificate to the Root Store?
.

Subject : WirelessCa, Svstems, Wireless Widgets, Caollege Park, MD, U3, cai@wourdomain. tld
Issuer : Self Issued

Time Yalidity : Thursday, October 11, 2001 through Saturday, October 11, 2005

Setial Mumber @ 7REFASD0 BE3TSEAS 4F77EDEL 55133707

Thumbprint {shal) : ESEC3FSD BAYBEFSE FIC0S5AG 51017043 BETANCET

Thumbprint {rmdS) | EF171E64 D4336251 A4242464 COBER18

w | ]

Figure 47: Root Certificate Screen

Certificate setup is now complete.

802.1x Authentication Setup

1.

Open the properties for the wireless connection, by selecting Start - Control Panel -
Network Connections.

Right Click on the Wireless Network Connection, and select Properties.

Select the Authentication Tab, and ensure that Enable network access control using IEEE
802.1X is selected, and Smart Card or other Certificate is selected from the EAP type.

L Wireless Network Connection Properties |E]

General | wireless Networkéé Authentication %_..-’-‘«dvanced

Select thiz option to provide authenticated network, access for
wired and wirgless Ethermet networks.

Enable network access contral uzing [EEE 802 1%

EAP tupe: i

Authenticate as computer when computer information iz available

[ Authenticate as guest when user or computer information is
unavailable

[. 0K l [ Canel

Figure 48: Authentication Tab

Encryption Settings

The Encryption settings must match the APs (Access Points) on the Wireless network you
wish to join.

Windows XP will detect any available Wireless networks, and allow you to configure
each network independently.
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e Your network administrator can advise you of the correct settings for each network.
802.1x networks typically use EAP-TLS. This is a dynamic key system, so there is no
need to enter key values.

Enabling Encryption

To enable encryption for a wireless network, follow this procedure:
1. Click on the Wireless Networks tab.

-4 Wireless Nebwork Connection Properties @g]

Gerieral | Wireless Networks | Authentication | Advanced
Usze Windoms to configure my wirelezs network, zettings

Available networks:
To connect bo an available network, click Configure.

& misslai Al
1 rest |

: g

Prefemed networks:

Automatically connect to available networks in the order listed

L _
| @ umd | wE LI
1 mizzlaind,
|
[ Add.. ] [ Remaove ] [ Properties ]

Learn about zetting up wireless nebwark,
configuration.

l 0K l[ Cancel I

Figure 49: Wireless Networks Screen

2. Select the wireless network from the Available Networks list, and click Configure.

3. Select and enter the correct values, as advised by your Network Administrator.
For example, to use EAP-TLS, you would enable Data encryption, and click the checkbox
for the setting The key is provided for me automatically, as shown below.

51



WBR-3407 User Guide

Wireless Network Properties @@

Metwork name [S510]; |mi&s|ain’-‘« |

Wireless network key PAER)
Thiz network requirez a key for the following:

[ ata encryption [WEP enabled)
[ Metwark Authentication [Shared mode]

The key is provided for me automatically

[] Thiz iz a computer-to-computer (ad hac) netwark:; wireless
access points are not used

[ 0k ] [ Cancel

Figure 50: Properties Screen

Setup for Windows XP and 802.1x client is now complete.
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Chapter 5
Operation and Status

This Chapter details the operation of the WBR-3407 and the status screens.

Operation

Once both the WBR-3407 and the PCs are configured, operation is automatic.

However, there are some situations where additional Internet configuration may be required.
Refer to Chapter 6 - Advanced Features for further details.

Status Screen

Use the Status link on the main menu to view this screen.

Internet  pode

onnection
Internet Conn

Internet IP Address:
Connection Details

IP Addr

Attached Devices Refresh Screen

Figure 51: Status Screen
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Data - Status Screen

Internet

Modem Status

This indicates the status of the ADSL modem component.

DownStream
Connection Speed

If connected, displays the speed for the DownStream (download)
ADSL Connection.

UpStream
Connection Speed

If connected, displays the speed for the UpStream (upload) ADSL
Connection.

Connection Method

This indicates the current connection method, as set in the Setup
Wizard.

Internet Connection

This indicates the current status of the Internet Connection
e Active - Connection exists

o Idle - No current connection, but no error has been detected.
This condition normally arises when an idle connection is
automatically terminated.

e Failed - The connection was terminated abnormally. This
could be caused by Modem failure, or the loss of the
connection to the ISP's server.

If there is an error, you can click the "Connection Details™ button
to find out more information.

Internet IP Address

This IP Address is allocated by the ISP (Internet Service
Provider). If using a dynamic IP address, and no connection
currently exists, this information is unavailable.

Connection Details

Click this button to open a sub-window and view a detailed
description of the current connection. Depending on the type of
connection, a "log" may also be available.

LAN

IP Address The IP Address of the WBR-3407.

Network Mask The Network Mask (Subnet Mask) for the IP Address above.

DHCP Server This shows the status of the DHCP Server function. The value
will be "Enabled" or "Disabled".

MAC Address This shows the MAC Address for the WBR-3407, as seen on the
LAN interface.

Wireless

Name (SSID) If using an ESS (Extended Service Set, with multiple access
points) this ID is called an ESSID (Extended Service Set
Identifier).

Region The current region, as set on the Wireless screen.

Channel This shows the Channel currently used, as set on the Wireless
screen.

Wireless AP This indicates whether or not the WBR3407 feature is enabled.

Broadcast Name

This indicates whether or not the SSID is Broadcast. This setting
is on the Wireless screen.
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System

Device Name

The current name of the WBR-3407. This is also the "hostname"
provided to ISPs who request this information.

Firmware Version

The version of the current firmware installed.

Buttons

Connection Details

Click this button to open a sub-window and view a detailed
description of the current connection.

Attached Devices

This will open a sub-window, showing all LAN and Wireless
devices currently on the network.

Refresh Screen

Update the data displayed on screen.

Connection Status - PPPoE & PPPoA

If using PPPoE (PPP over Ethernet) or PPPoA (PPP over ATM), a screen like the following
example will be displayed when the "Connection Details™ button is clicked.

Connection Status

PPPoE / PPPoA

Connection Time 00:00:00
Connection to Server  Disconnect

Megatiation Initialize LCP.
Authentication
IP Address
Metwork Mask
Connect | Disconnect I

Closel Help |

Figure 52: PPPoE Status Screen

Data — PPPoE/PPPOA Screen

Connection Time

This indicates how long the current connection has been
established.

PPPoE Link Status

This indicates whether or not the connection is currently
established.

e [f the connection does not exist, the “"Connect™ button can be
used to establish a connection.

o |f the connection currently exists, the "Disconnect” button
can be used to break the connection.

Negotiation

This indicates the status of the PPPoE Server login.

IP Address

The IP Address of this device, as seen by Internet users. This
address is allocated by your ISP (Internet Service Provider).

Network Mask

The Network Mask associated with the IP Address above.
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Buttons

Connect If not connected, establish a connection to your ISP.
Disconnect If connected to your ISP, hang up the connection.
Close Close this window.

Connection Details - Dynamic IP Address

If your access method is "Direct" (no login), with a Dynamic IP address, a screen like the
following example will be displayed when the "Connection Details" button is clicked.

Connection Details

IP Address
Subnet Mask
Default Gateway 192.168.0.5
DNS Server
DHCP Server
Lease Obtained: -
Lease Expires: -

Help | Closel

Figure 53: Connection Details - Fixed/Dynamic IP Address

Data - Dynamic IP address

Internet

IP Address

The current IP Address of this device, as seen by Internet users. This
address is allocated by your ISP (Internet Service Provider).

Network Mask

The Network Mask associated with the IP Address above.

Default Gateway

The IP address of the remote Gateway or Router associated with the
IP Address above.

DHCP Server

The IP address of your ISP's DHCP Server.

DNS Server

The IP address of the Domain Name Server which is currently used.

Lease Obtained
Lease Expires

This indicates when the current IP address was obtained, and how
long before this IP address allocation (the DCHP lease) expires.

Buttons

Release If an IP Address has been allocated to the WBR-3407 (by the ISP's
DHCP Server, clicking the "Release™ button will break the
connection and release the IP Address.

Renew If the ISP's DHCP Server has NOT allocated an IP Address for the

WBR-3407, clicking the "Renew" button will attempt to re-establish
the connection and obtain an IP Address from the ISP's DHCP
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Server.

Close Close this window.

Connection Details - Fixed IP Address

If your access method is "Direct" (no login), with a fixed IP address, a screen like the
following example will be displayed when the "Connection Details" button is clicked.

Connection Status

Fixed IP Address

IP Address 192.168.0.10
Subnet Mask 255.255.255.0
Default Gateway 192.168.0.5
DNS Server 254.255.255.254

Closel Help |

Figure 54: Connection Details - Fixed/Dynamic IP Address

Data - Fixed IP address Screen

Internet

IP Address The IP Address of this device, as seen by Internet users. This address
is allocated by your ISP (Internet Service Provider).

Network Mask The Network Mask associated with the IP Address above.

Default Gateway The IP Address of the remote Gateway or Router associated with the
IP Address above.

DNS Server The IP Address of the Domain Name Server which is currently used.
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Chapter 6
Advanced Features

This Chapter explains when and how to use the WBR-3407's "Advanced"
Features.

Overview

The following advanced features are provided:

e [nternet:
e DMZ
e URL filter

e Dynamic DNS

e Firewall Rules

e Firewall Services
e Schedule

e Virtual Servers

This screen provides access to the DMZ and URL Filter features.

Internet
DMZ  m Enable DMZ, using BRI

by is not listed

URL Filter

Configure URL Filter

Figure 55: Advanced Internet Screen

DMZ

This feature, if enabled, allows the DMZ computer on your LAN to be exposed to all users on
the Internet.

e This allows almost any application to be used on the "DMZ PC".
e The "DMZ PC" will receive all "Unknown" connections and data.
o |If the DMZ feature is enabled, you must select the PC to be used as the "DMZ PC".

The "DMZ PC" is effectively outside the Firewall,
making it more vulnerable to attacks. For this reason,
MNotel you should only enable the DMZ feature when required.
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URL Filter

If you want to limit access to certain sites on the Internet, you can use this feature. The URL
filter will check each Web site access. If the address, or part of the address, is included in the
block site list, access will be denied.

On the Advanced Internet screen, select the desired setting:

o Disable - disable this feature.

e Block By Schedule - block according to the settings on the Schedule page.

e Block Always - allow blocking all of the time, independent of the Schedule page.

Click the Configure URL Filter button to open the URL Filter screen, allowing you to create
or modify the filter strings which determine which sites will be blocked.

URL Filter Screen

This screen is displayed when the Configure URL Filter button on the Advanced Internet

screen is clicked.
URL Filter

When enabled, a requestis blocked if any ofthese entries accur in the
requested URL.

Current Filter Strings

Delete | Delete Al

Add Filter String:| Add

Filter Strings should be as specific as possible.

Trusted PC

7 Allow this PC to Visit Blocked Sites

Trusted PC: |Se|ect aPC |

Cancell
Help | Closel

Figure 56: URL Filter Screen

Data - URL Filter Screen

Current Filter Strings

Current Filter The list contains the current list of items to block.
Strings e To add to the list, use the "Add" option below.

e To delete an entry, select it and click Delete button.
e To delete all entries, click the Delete All button.

Add Filter String | To add to the current list, type the word or domain name you want to
block into the field provided, then click the Add button.

Filter strings should be as specific as possible. Otherwise, you may
block access to many more sites than intended.
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Trusted PC
Allow Trusted Enable this to allow one computer to have unrestricted access to the
PC Internet. For this PC, the URL filter will be ignored.
If enabled, you must select the PC to be the trusted PC.
Trusted PC Select the PC to be the Trusted PC.

Dynamic DNS (Domain Name Server

This free service is very useful when combined with the Virtual Server feature. It allows
Internet users to connect to your Virtual Servers using a URL, rather than an IP Address.

This also solves the problem of having a dynamic IP address. With a dynamic IP address, your
IP address may change whenever you connect, which makes it difficult to connect to you.
The DynDNS Service works as follows:

1. You must register for the service at http://www.dyndns.org (Registration is free). Your
password will be E-mailed to you.

2. After registration, use the "Create New Host" option (at www.dyndns.org) to request your
desired Domain name.

3. Enter your data from www.dyndns.org in the WBR-3407's DDNS screen.

4. The WBR-3407 will then automatically ensure that your current IP Address is recorded at
http://www.dyndns.org

5. From the Internet, users will be able to connect to your Virtual Servers (or DMZ PC)
using your Domain name, as shown on this screen.
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Dynamic DNS Screen

Select Advanced on the main menu, then Dynamic DNS, to see a screen like the following:

DDNS

Jynamic O

DDNS Data  senice Provider [y

Haost Mame

DDNS Service g o

Figure 57: DDNS Screen

Data - Dynamic DNS Screen
DDNS Service

Use a Dynamic Use this to enable or disable the DDNS feature as required.
DNS Service

DDNS Data

Service Provider Select the desired DDNS Service provider.

Host Name Enter the domain name allocated to you by the DDNS Service. If you
have more than one name, enter the name you wish to use.

User Name Enter your Username for the DDNS Service.

Password Enter your current password for the DDNS Service.

Domain Name Enter the domain name allocated to you by the DDNS Service. If you

have more than one name, enter the name you wish to use.

DDNS Status e  This message is returned by the DDNS Server
e Normally, this message should be "Update successful"

o If the message is "No host", this indicates the host name entered
was not allocated to you. You need to connect to DDNS Service
provider and correct this problem.

61



WBR-3407 User Guide

Firewall Rules

The Firewall Rules screen allows you to define "Firewall Rules" which can allow or prevent
certain traffic.

By default:
e All Outgoing traffic is permitted.
e All Incoming traffic is denied.

"Traffic" means incoming connection attempts, not packets.

Because of this default behavior, any Outgoing rules will generally Block traffic, and
Incoming rules will generally Allow traffic.

Firewall Rules Screen

An example screen is shown below.

Firewall Rules

Incoming Rules

Outgoing Rules

Figure 58 Firewall Screen

Data — Firewall Rules

Incoming Rules

# For the default rule, this will display "Default".
For rules which you create, this will display a radio button which
allows you to select the rule.

Enable Indicates whether or not the rule is currently enabled.

For rules you have added, this column will contain a checkbox,
allowing you to easily enable or disable the rule. (Click "Save" after
making any changes.)

Service Name The Service covered by this rule.

Action The action performed on connections which are covered by this rule.

LAN Server The PC or Server on your LAN to which traffic covered by this rule
will be sent.
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WAN Users The WAN IP address or addresses covered by this rule.

Log Indicates whether or not connections covered by this rule should be
logged.

Buttons Use the Add button to create a new rule.

The other buttons - Edit, Move, or Delete - require that a rule be
selected first. Use the radio buttons in the left column to select the
desired rule.

Outgoing Rules

#

For the default rule, this will display "Default".
For rules which you create, this will display a radio button which
allows you to select the rule.

Enable

Indicates whether or not the rule is currently enabled.

For rules you have added, this column will contain a checkbox,
allowing you to easily enable or disable the rule. (Click "Save" after
making any changes.)

Service Name

The Service covered by this rule.

Action

The action performed on connections which are covered by this rule.

LAN Users

The LAN PC or PCs covered by this rule.

WAN Servers

The WAN IP address or addresses covered by this rule.

Log Indicates whether or not connections covered by this rule should be
logged.
Buttons Use the Add button to create a new rule.

The other buttons - Edit, Move, or Delete - require that a rule be
selected first. Use the radio buttons in the left column to select the
desired rule.
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Incoming Rules

This screen is displayed when the "Add" or "Edit" button for Incoming Rules is clicked.

Inbound Services

Senice: Any(ALLITCRAIDP: 1 A
Action: |ALLOW always j
Send to LAN Server: |Se|ect aPC j
WAN Users: Any hd
SinglesStart: I I I I
Firish: | ] ] i
Log: IAlways 'l

Cancell
Elackl Help |

Figure 59: Inbound Services Screen

Data — Incoming Rules Screen

Inbound Services

Service Select the desired Service. This determines which packets are covered by
this rule. If necessary, you can define a new Service on the "Services"
screen, by defining the protocols and port numbers used by the Service.

Action Select the desired action for packets covered by this rule:
e ALLOW always

e ALLOW by schedule, otherwise Block

e BLOCK always

e BLOCK by schedule, otherwise Allow

Note:
e Any inbound traffic which is not allowed by rules you create will be
blocked by the Default rule.

e BLOCK rules are only useful if the traffic is already covered by an
ALLOW rule. (That is, you wish to block a sub-set of traffic which
is currently allowed by another rule.)

e To define the Schedule used in these selections, use the "Schedule"
screen.

Send to Select the PC or Server on your LAN which will receive the inbound
LAN Server traffic covered by this rule.

WAN Users These settings determine which packets are covered by the rule, based
on their source (WAN) IP address. Select the desired option:

e Any - All IP addresses are covered by this rule.

e Address range - If this option is selected, you must enter the
desired values in the "Single/Start" and "Finish" fields to determine
the address range.

e Single address - Enter the required address in the "Single/Start"
fields.
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Log This determines whether packets covered by this rule are logged. Select
the desired action.

e Always - always log traffic considered by this rule, whether it
matches or not. (This is useful when debugging your rules.)

e Never - never log traffic considered by this rule, whether it matches
or not.

e Match - Log traffic only it matches this rule. (The action is
determined by this rule.)

e Not Match - Log traffic which is considered by this rule, but does
not match (The action is NOT determined by this rule.)

Outgoing Rules

This screen is displayed when the "Add" or "Edit" button for Outgoing Rules is clicked.

Outbound Services

Service Any(ALLTCPAIDP:
Action |BLOCK always j
LAM Users Any -
PC: [Select a PC =
YWAN Users Any -
Single/Start: I I I I
Finish: | | | |

Log IAIways 'l

Cancell
Elackl Help |

Figure 60: Outbound Services Screen

Data - Outbound Rules Screen

Outbound Services

Service Select the desired Service or application to be covered by this rule. If the
desired service or application does not appear in the list, you must define
it using the "Services" menu option

Action Select the desired action for packets covered by this rule:
e BLOCK always

e BLOCK by schedule, otherwise Allow

e ALLOW always

e ALLOW by schedule, otherwise Block

Note:

e Any outbound traffic which is not blocked by rules you create will
be allowed by the Default rule.

e ALLOW rules are only useful if the traffic is already covered by a
BLOCK rule. (That is, you wish to allow a subset of traffic which is
currently blocked by another rule.)
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e To define the Schedule used in these selections, use the "Schedule"
screen.

LAN Users

Select the desired option to determine which PCs are covered by this
rule:

e Any - All PCs are covered by this rule.

e Single PC - Only the selected PC is covered by this rule.
If selected, you must select the PC.

PC - If using Single PC above, select the PC or Server on your LAN
which will be covered by this rule.

WAN Users

These settings determine which packets are covered by the rule, based
on their source (WAN) IP address. Select the desired option:

e Any - All IP addresses are covered by this rule.

e Address range - If this option is selected, you must enter the "Start"
and "Finish" fields.

e Single address - Enter the required address in the "Single/Start"
fields.

Log

This determines whether packets covered by this rule are logged. Select
the desired action.

e Always - always log traffic considered by this rule, whether it
matches or not. (This is useful when debugging your rules.)

e Never - never log traffic considered by this rule, whether it matches
or not.

e Match - Log traffic only it matches this rule. (The action is
determined by this rule.)

e Not Match - Log traffic which is considered by this rule, but does
not match (The action is NOT determined by this rule.)
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Firewall Services

This screen is used to modify the list of Services which are available when creating Firewall
Rules.

Services

Service List Existing Services

Figure 61: Add Services Screen

Data — Add Services

Services

Services List This lists all defined Services.

Add Use this to open a sub-screen where you can add a new service.

Edit To modify a service, select it, and then click this button.

Delete Pre-defined Services can not be deleted, but you can use this button
to delete any services you have defined.
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Add/Edit Service

This screen is displayed when the Add or Edit button on the Services screen is clicked.

Add/Edit Service

Marme: ||—
Type: ITCF' 'l
Start Port: I
Finish Port: I

Cancel |

Elackl Help |

Figure 62 : Add/Edit Service

Data — Add/Edit Service

Services

Name If editing, this shows the current name of the Service.
If adding a new service, this will be blank, and you should enter a
suitable name.

Type Select the protocol used by the Service.

Start Port Enter the beginning of the port range used by the Service.

Finish Port Enter the end of the port range used by the Service.




Advanced Features

This screen allows advanced users to enter or change a number of settings. For normal
operation, there is no need to use this screen or change any settings.

An example Options screen is shown below.

Options

ement Time to Live: _ {Ho

Figure 63: Options Screen

Data - Options Screen

Internet

Respond to Ping | e  If checked, the WBR-3407 will repond to Ping (ICMP) packets
received from the Internet.

e |If not checked, Ping (ICMP) packets from the Internet will be
ignored. Disabling this option provides a slight increase in
security.

MTU Size Enter a value between 1 and 1500.

Note: MTU (Maximum Transmission Unit) size should only be
changed if advised to do so by Technical Support.

UPnP

UPNnP e  UPnP (Universal Plug and Play) allows automatic discovery and
configuration of equipment attached to your LAN. UPnP is by
supported Windows ME, XP, or later.

e If Enabled, this device will be visible via UPnP.

e |f Disabled, this device will not be visible via UPnP.

Advertisement Enter the desired value, in minutes. The valid range is from 1 to 1440.
Period

Advertisement Enter the desired value, in hops. The valid range is from 1 to 255.
Time to Live
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Schedule

This Schedule can be used for the Firewall Rules and the URL filter.

Schedule

Schedule

24-haur clock)

Start Time -H|:| ur -r-.,.-lin ute
End Time -Hu:uur -r'-.-'hnute

Local Time im (GMT) Greenwich Mean Time : Edinburgh, London =

Figure 64: Schedule Screen

Data - Schedule Screen

Schedule

Sunday, Use these checkboxes to select the desired days.

Monday...

Start Time Enter the start using a 24 hr clock.

Finish Time Enter the finish time using a 24 hr clock.

Local Time

Time Zone In order to display your local time correctly, you must select your
"Time Zone" from the list.

Adjust for If your region uses Daylight Savings Time, you must manually check

Daylight Savings
Time

"Adjust for Daylight Savings Time" at the beginning of the
adjustment period, and uncheck it at the end of the Daylight Savings
period.

Use this NTP
Server

If you prefer to use a particular NTP server as the primary server,
check the checkbox "Use this NTP Server" and enter the Server's IP
address in the fields provided..

If this setting is not enabled, the default NTP Servers are used.

Current Time

This displays the current time on the WBR-3407.
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Virtual Servers

This feature, sometimes called Port Forwarding, allows you to make Servers on your LAN
accessible to Internet users. Normally, Internet users would not be able to access a server on
your LAN because:

e Your Server does not have a valid external IP Address.
e Attempts to connect to devices on your LAN are blocked by the firewall in this device.

The "Virtual Server" feature solves these problems and allows Internet users to connect to your
servers, as illustrated below.

192.168.0.1
WEB Server | ay|p Address) .FTP Server
(192.168.0.10) (192.168.0.20)
Wireless
ADSL Router
(192.168.0.1)
203.70.212.52
(Internet IP Address)
I/,” , ~~
| -"|.-|| I: T T 'I II-.;F-.;'
‘=L L=
Remote PC Remote PC
Using Web Server Using FTP Server
(hitp://203.70.212.52) {ftp=/i203.70.212.52)

Figure 65: Virtual Servers

IP Address seen by Internet Users

Note that, in this illustration, both Internet users are connecting to the same IP Address, but
using different protocols.

To Internet users, all virtual Servers on your LAN have the same IP Address.
This IP Address is allocated by your ISP.

This address should be static, rather than dynamic, to make it easier for Internet users to
connect to your Servers.

However, you can use the DDNS (Dynamic DNS) feature to allow users to connect to your
Virtual Servers using a URL, instead of an IP Address.

Virtual Servers Screen

e The "Virtual Servers" feature allows Internet Users to access PCs on your LAN.
e The PCs must be running the appropriate Server Software.

e For Internet Users, ALL of your Servers have the same IP address. This IP address is
allocated by your ISP.

e To make it easier for Internet users to connect to your Servers, you can use the "DDNS"
feature. This allows Internet users to connect to your Servers with a URL, rather than an
IP address. This technology works even if your ISP allocates dynamic IP addresses (IP
address is allocated upon connection, so it may change each time you connect).
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Virtual Servers

Servers
FTP
E-tail(POP3)
E-Mail(SMTF)
DNS

Properties

Figure 66: Virtual Servers Screen

Data - Virtual Servers Screen

Servers

Servers This lists a number of common Server types. If the desired Server
type is not listed, you can create a Firewall Rule to achieve the
same effect as the Virtual Server function.

Properties

Enable Use this to Enable or Disable support for this Server, as required.

If Enabled, you must select the PC to which this traffic will be sent.

PC (Server) Select the PC for this Server. The PC must be running the
appropriate Server software.

’@ For each entry, the PC must be running the
appropriate Server software.

Notel
If the desired Server type is not listed, you can define

your own Servers, using the Firewall Rules.

Connecting to the Virtual Servers

Once configured, anyone on the Internet can connect to your Virtual Servers. They must use
the Internet IP Address (the IP Address allocated to you by your ISP).

e.g.
http://203.70.212_.52

Ttp://203.70.212.52

It is more convenient if you are using a Fixed IP Address from your ISP, rather than Dynamic.
However, you can use the Dynamic DNS feature to allow users to connect to your Virtual
Servers using a URL, rather than an IP Address.

,@S From the Internet, ALL Virtual Servers have
the IP Address allocated by your ISP

MNote!
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Chapter 7
Advanced Administration

This Chapter explains the settings available via the "Administration™ section
of the menu.

Overview

Normally, it is not necessary to use these screens, or change any settings. These screens and
settings are provided to deal with non-standard situations, or to provide additional options for
advanced users.

The available settings and features are:

PC Database This is the list of PCs shown when you select the "DMZ PC" or a
"Virtual Server". This database is maintained automatically, but you can
add and delete entries for PCs which use a Fixed (Static) IP Address.

Config File Backup or restore the configuration file for the WBR-3407. This file
contains all the configuration data.

Logging & View or clear all logs, set E-Mailing of log files and alerts.

Email

Diagnostics Perform a Ping or DNS Lookup.

Remote Admin  Allow settings to be changed from the Internet..

Routing Only required if your LAN has other Routers or Gateways.
Upgrade Upgrade the Firmware (software) installed in your WBR-3407.
Firmware

73



WBR-3407 User Guide

PC Database

The PC Database is used whenever you need to select a PC (e.g. for the "DMZ" PC).
o Iteliminates the need to enter IP addresses.
e Also, you do not need to use fixed IP addresses on your LAN.

However, if you do use a fixed IP address on some devices on your LAN, you should enter
details of each such device into the PC database, using the PC Database screen.

PC Database Screen

An example PC Database screen is shown below.

Pc Database

ed and updated.

e added and deleted below.

Generate Report
Advanced Administration

Figure 67: PC Database

e PCs which are "DHCP Clients" are automatically added to the database, and updated as
required.

e By default, non-Server versions of Windows act as "DHCP Clients"; this setting is called
"Obtain an IP Address automatically".

e The WBR-3407 uses the "Hardware Address" to identify each PC, not the name or IP
address. The "Hardware Address" can only change if you change the PC's network card or
adapter.

e This system means you do NOT need to use Fixed (static) IP addresses on your LAN.
However, you can add PCs using Fixed (static) IP Addresses to the PC database if
required.
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Data - PC Database Screen

Known PCs This lists all current entries. Data displayed is name (IP Address) type.
The "type" indicates whether the PC is connected to the LAN.

Name If adding a new PC to the list, enter its name here. It is best if this
matches the PC's "hostname".

IP Address Enter the IP Address of the PC. The PC will be sent a "ping" to
determine its hardware address. If the PC is not available (not
connected, or not powered On) you will not be able to add it.

Buttons

Add This will add the new PC to the list. The PC will be sent a "ping" to
determine its hardware address. If the PC is not available (not
connected, or not powered On) you will not be able to add it.

Delete Delete the selected PC from the list. This should be done in 2
situations:

e The PC has been removed from your LAN.
e The entry is incorrect.
Refresh Update the data on screen.

Generate Report

Display a read-only list showing full details of all entries in the PC
database.

Advanced
Administration

View the Advanced version of the PC database screen - PC Database
(Admin). See below for details.
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PC Database (Admin)

This screen is displayed if the "Advanced Administration” button on the PC Database is
clicked. It provides more control than the standard PC Database screen.

Pc Database - Advanced

ich is not connected and On,

Known PCs
jessica 192.168.0.2 (LAN) 00:10:B5:BE:80:09 (DHCF)

PC Properties

Add as MNew Entry Undate Selected PC

Refresh Generate Report Standard Screen

Figure 68: PC Database (Admin)

Data - PC Database ( Admin) Screen

Known PCs This lists all current entries. Data displayed is name (IP Address) type.
The "type" indicates whether the PC is connected to the LAN.

PC Properties

Name If adding a new PC to the list, enter its name here. It is best if this
matches the PC's "hostname".

IP Address Select the appropriate option:

e Automatic - The PC is set to be a DHCP client (Windows:
"Obtain an IP address automatically™). The WBR-3407 will
allocate an IP address to this PC when requested to do so. The IP
address could change, but normally won't.

e DCHP Client - Reserved IP Address - Select this if the PC is set
to be a DCHP client, and you wish to guarantee that the WBR-
3407 will always allocate the same IP Address to this PC.

Enter the required IP address.

e Fixed IP Address - Select this if the PC is using a Fixed (Static)
IP address. Enter the IP address allocated to the PC. (The PC itself
must be configured to use this IP address.)
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